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UnderDefense is Splunk partner and our team is holding the following Solunk certifications:
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Splunk Administrator Spiunk> Spiunk> P SpiUnNK>
Sp|unk Power User CERTIFIED __CERTIFIED CERTIFIED CERTIFIED
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Splunk User ‘ ion ~
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You spend less, but get more with Cloud deployed co-managed Splunk SIEM

Your costs are predictable with fixed scale of payment

The hours of on non-operational running cost much more than the quote for security monitoring for half a year
The SOC team consists of certified experts in SecOps and SIEM tools

Visibility and measurability of security is enabled

You define the time and scope of SOC: 8x5, 12x5 or 24x1 security monitoring

Legal protected Service Layer Agreement

Tier 1 through 3 Analysts

Monitoring team scalability

Incident Response is in real time with the least consequences

IT Forensics
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Security Monitoring for existing IT Security Team

* Our Managed Security Services & SOC are designed to serve as a remote extension of your security staff
« Qur cost and location model are optimized to reduce costs, increase efficiency, provide 24x7x365 coverage from
multiple locations

* Qur team serves supplements your staff allowing you to focus on
core business needs. Allow your Security and IT to do more value
added services like:

« Red Teaming / Offensive Security

* Education
« Trainings g g
« Certifications

) Local Team Remote Team
* Forensics

« Completing compliance
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Co-managed security monitoring for SMB
(Monitoring Only)
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Co-managed security monitoring for SMB

(Monitoring & Management)
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What is included?

Incident Management and

reporting Compliance reporting

Development and adaptation Operations
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«  Security logs monitoring «  Changes to log sources and . NOC/SOC-delivery «  Compliances reports
methodology formats « Service monitoring «  Deviation reports
Real-time incident handling o  Changes in search criteria « SIA
Trend analysis o  Create reports and dashboards o  SIEM management

«  Create and change alarm
structures



How this works:
Stage 1 - Configuration phase Stage 2 - Monitoring phase

The SIEM is installed and logs are collected from log sources They are analysed using SIEM alert system due to their urgency

SIEM tool
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SIEM tool

Stage 3 - Incident Response
Security Analysts consult the customer IR plan and send the Incident Report
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PREPARE
Improve Organizational Readiness

* Invite team members

« Fine-tune response policies and
procedures

* Run simulations (firedrills / table tops)

ASSESS
Identify and Evaluate Incidents

- Engage appropriate team members

- Evaluate precursors and indicators

« Track incidents, maintain loghook

- Automatically prioritize activities based

on criticality
* Log evidence
REPORT - Generate assessment summaries
Document Results & Improve
Performance MANAGE

Contain, Eradicate, and Recover

« Generate real-time IR plan

« Coordinate team response

« Choose appropriate containment strategy
« Isolate and remediate cause

* Instruct evidence gathering and handling
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- Generate reports for management,
auditors, and authorities

* Document results

« Gonduct post-mortem

« Update policies and procedures
« Track evidence

« Evaluate historical performance
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