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1. Introduction
1.1 Context
Data leaks from information systems can occur in organizations of all industries and sizes.
In this context, credit or debit card payment processing systems, or payment cards, are
the most targeted by malicious attackers, bringing reputational and financial costs to
organizations of all sizes, as well as huge damage to cardholders.
Privileged access is one of the most critical aspects of IT infrastructure. High-privilege
credentials are capable of making critical system changes that directly impact business
continuity. When misused, impacts range from compliance violations - which may result in
severe penalties - to security incidents that undermine the trust of clients, consumers, and
business partners, and cause significant revenue loss.
To help organizations prevent data leaks from their payment processing systems, leading
card issuers have united to create the Payment Card Industry Security Standards Council.
This council was established in 2006 and is responsible for the development, management,
training, and awareness on the PCI DSS Standard, or Payment Card Industry Data Security
Standard, currently in version 3.2.1, released in May 2018.
The main purpose of this standard is to strengthen the data security of payment cardholders
and provide the grounds for the use of data protection measures worldwide. Therefore, any
organization that stores, processes, or transmits payment cardholder data is automatically
required to follow PCI DSS. Moreover, the PCI DSS standard covers aspects such as security
management, policies, and procedures, having at its core a set of common objectives and
the requirements to achieve them.
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Thus, Privileged Access Management (or simply PAM) is used in this scenario to provide
accountability and visibility into all administrative actions taken in the environment and is part of
the implementation of PCI DSS regulatory requirements. senhasegura, as a PAM solution, aims to
enable organizations to implement the requirements of the standard, thereby reducing the risk of
potential threats to ultimately achieve their cybersecurity goals.

1.2 Purpose
This document, therefore, intends to introduce the objectives and requirements presented in
PCI DSS and how privileged user-managed systems are affected by the standard. In addition,
the concept of privileged credentials and how aspects of Privileged Access Management are
associated with the objectives and requirements of the PCI DSS standard will be presented.
Lastly, the way senhasegura, as a Privileged Access Management solution, can help any
organization comply with the requirements introduced by PCI DSS will be covered.
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2. Privileged Credentials
The concept of privileged credentials may vary in different organizations. However, the
essence of high-privilege credentials is to allow a user to perform any action on a device
without restrictions. These actions may be related to modifying environment settings or
access to personal data, such as names and payment information. Payment card numbers,
for instance.
Some of the most common types of privileged credentials include:
1. Local Administrator Accounts – Also called Local Admins, these accounts are usually
impersonal and shared. They provide administrative access to the localhost, and are
used by IT staff to maintain and configure new workstations;
2. Privileged User Accounts – Most privileged accounts. Privileged User Accounts can
be personal or impersonal, and are usually the ones that require the most attention
from IT administrators;
3. Domain Administrator Accounts – Domain Admin accounts are the most powerful
accounts in the environment. From these accounts, one can have full control over the
domain, and modify the administrative account accesses in the domain;
4. Emergency Accounts – As their name implies, emergency accounts provide
administrative access to an ordinary user in case of incidents, and usually require prior
management approval to use;
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5. Service Accounts – These are local administrator or domain accounts that are only
used by an application or service to interact with systems such as Windows components;
6. Application Accounts – This type of account is used by applications to access
databases and provide access to other applications. Application accounts have broad
access to the organizational environment because they need to work across the network.
According to Verizon, out of a total of 1,799 data leaks analyzed, in 399, or just over 22%,
stolen credentials were used. Thus, for the business continuity of any organization, policies,
and procedures are required to prevent both external and internal data theft threats.

Local Admin

Application
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Privileged
User

Privileged
Credentials
Service
Accounts

Domain
Admin

Emergency
Accounts

Figure 1 - Privileged Credential Types
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By defining the concept of privileged credentials, and how these credentials can be used to
steal critical data, the next step is to introduce the PCI DSS standard and how senhasegura,
as a PAM solution, can help organizations achieve compliance with the standard.

3. The PCI DSS Standard
Credit card fraud is reaching epidemic proportions - annual losses from these frauds are
estimated to be around $ 22 billion worldwide in 2016, according to The Nilson Report, and
the figure is estimated to reach as high as $ 31 billion by 2020. In recent years, there have
been a considerable number of data leaks, including some very serious incidents, which
have exposed a large amount of credit card data and personal information.
In response to this rising incidence of credit card fraud and theft, major credit card brands
- Visa, MasterCard, American Express, Discover, and JCB - have developed data protection
programs to ensure the confidentiality of payment card data within the environment of
merchants and service providers. Some of these initiatives include Visa’s Cardholder
Information Security Program (CISP) and MasterCard’s Site Data Protection (SDP).
In 2004, CISP requirements were incorporated into a standard known as the Payment Card
Industry Data Security Standard, or PCI DSS. Two years later, responsibility for the standard
was shifted to a newly formed independent body, called the Payment Card Industry Security
Standards Council (PCI SSC). One of the duties of this council would be to maintain and
distribute the PCI DSS standard and all its supporting documents.
PCI DSS has in practice become the security controls framework for payment card data
protection and cardholder data protection. Moreover, there is widespread use of PCI DSS as
a control framework for the protection of other types of sensitive data, such as Personally
Identifiable Information (PII), as well as intellectual property and consumer data.
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3.1 PCI DSS Compliance Requirements

The PCI standard consists of 12 requirements and six control objectives that address security
management, policies, procedures, network architecture, and software development for
payment card data protection. The standard includes over 200 individual controls, focusing
on the confidentiality of payment card data. Regardless of size, all merchants and service
providers that store, process or transmit payment card data are required to comply fully
with each of the control requirements applicable to their environments.
The six control objectives introduced by the PCI DSS standard are as follows:
1.
2.
3.
4.
5.
6.

Build and Maintain a Secure Network and Systems;
Protect Cardholder Data;
Maintain a Vulnerability Management Program;
Implement Strong Access Control Measures;
Regularly Monitor and Test Networks;
Maintain an Information Security Policy.
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Linked to these control objectives, there are 12 requirements, divided as follows:
Requirement

Control Objective
Build and Maintain a Secure
Network and Systems

Install and maintain a firewall configuration to protect cardholder data
Do not use vendor-supplied defaults for system passwords and
other security parameters
Protect stored cardholder data

Protect Cardholder Data

Maintain a Vulnerability

Encrypt transmission of cardholder data across open,
public networks
Protect all systems against malware and regularly update
anti-virus software or programs
Develop and maintain secure systems and applications

Control Objective

Requirement
Restrict access to cardholder data by business need to know

Implement Strong Access
Control Measures

Identify and authenticate access to system components
Restrict physical access to cardholder data

Regularly Monitor and Test
Networks
Maintain an Information Security

Track and monitor all access to network resources and cardholder data
Regularly test security systems and processes
Maintain a policy that addresses information security for all personnel

Table 1 - PCI DSS Standard Control Objectives and Requirements
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3.2 PCI DSS Compliance Levels
As a rule of thumb, merchants and service providers are ranked at compliance levels
according to their annual volume of credit card transactions. These compliance levels range
from Level 1 - for merchants processing over 6 million Visa or Mastercard transactions
annually - to Level 4 for merchants processing less than 20,000 Visa or Mastercard
transactions annually. Although each brand has its own ranking criteria, they work in a
reciprocal agreement format, where, if a merchant is ranked at a certain level according to
the criteria of a card brand, they are also ranked at the same level by the others.

Level 1

6 million annual
transactions

Level 2

Between 1 and 6
million annual
transactions

Level 3

Between 20,000
and 1 million annual
transactions

Level 4

Up to 20,000
annual transactions

Annual Assessment of Data Securit
Quarterly Network Vulnerability Scan
Self-Assessment Questionnaire
Quarterly Network Vulnerability Scan
Self-Assessment Questionnaire
Quarterly Network Vulnerability Scan
Self-Assessment Questionnaire
Quarterly Network Vulnerability Scan

Figure 2 - PCI DSS Standard Compliance Levels

Hong Kong

Taiwan

Tel : (852) 2893 8860
Email : sales@version-2.com.hk

Tel : (886) 02 7722 6899
Email : sales@version-2.com.tw

www.senhasegura.com/en

10

PCI DSS - Whitepaper senhasegura

All of these merchants and service providers, regardless of their transaction volume, are
required to comply with PCI DSS. The ranking levels, however, determine the process
that must be followed to validate compliance with the standard. For example, Level 1
merchants are required to submit a report on compliance to their member banks attested
by an independent auditor, while Level 2 and 3 merchants are required to submit a SelfAssessment Questionnaire.
Third-party service providers that store, process or transmit payment card data on behalf
of merchants are also required to comply with the PCI DSS standard. Examples of service
providers include payment processing systems, hosting and storage companies, and third
parties. Additionally, the standard requires that a contract be established between the
merchant and each service provider, defining the responsibilities for processing
payment card data in accordance with the PCI DSS requirements. PCI DSS applies to all
processes and system components that store, process, or transmit payment card data.
All of these components, or all those connected to the cardholder data environment, are
within the scope of PCI DSS. Even if cardholder data is encrypted while stored, or is in nonelectronic format - printed out, for example -, it is subject to compliance with the standard.
All business processes involving payment card data (including paper-based and manual
data) are within the scope of the standard.
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3.3 Penalties
Merchants and service providers that do not comply with PCI DSS requirements may be
subject to considerable fines and penalties, increased processing fees, or even their removal
from card brand programs. In the event of a data leak, a merchant can be fined up to $
500,000 per incident and subject to increased processing fees, which can reach millions
of dollars, depending on the number of transactions performed.
Additionally, besides being subject to financial penalties, if a Level 2 to 4 merchant
experiences a data leak and has compromised information, they are automatically reranked to Level 1, which means that they are subject to the highest level of requirement for
PCI DSS compliance.
In the event of a payment card data leak, merchants and their service providers are required
to report the loss or theft of cardholder data immediately to card brands in order to mitigate
the impact of the leak. Card brands may even charge a fine to those who fail to report a
suspicion or confirmation of loss or theft of such data.
In addition to the penalties provided by the PCI DSS standard, overhead costs are connected
with payment card data leaks. These costs include image damage, loss of customer trust,
and compensatory damages. Companies that suffer card and cardholder data leaks are also
subject to fines imposed by authorities if it is found that appropriate security measures have
not been taken to prevent unauthorized access to personal data in their environments. It is
worth to mention that the GDPR, which took effect on May 2018, provides for even tougher
sanctions that could affect the business continuity of companies processing card data.
Once the concept of privileged credentials and the PCI DSS standard are understood,
one needs to understand the relevance of a Privileged Access Management solution for
compliance with the standard, and what features of a PAM solution can help organizations
implement their PCI DSS requirements
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4. PAM Solutions for PCI DSS
Compliance
The need for proper Privileged Access Management has never been greater, while traditional
defense mechanisms - such as firewalls and antivirus - are increasingly subject to failure. In
addition, the media is increasingly reporting data leaks across large, reputable organizations:
Delta Airlines, Sears, Saks Fifth Avenue, and Target were some of the companies that had
payment card data from hundreds of thousands of customers compromised.
Organizations typically lack visibility into the dangers posed by privileged credentials leaks
and the number of such credentials in their IT environment. High-privilege credentials are
used not only by their own employees, but also by third parties such as vendors, partners,
and technical support personnel of systems, network devices, and applications - each
posing different risks to the organization.
The idea behind Privileged Access Management is to provide accountability and visibility for
administrative actions. While the traditional model is based on full trust for administrators,
it has two problems: first, the possibility of an unhappy administrator becoming an internal
threat; and second, the consequences of an administrative credential being compromised
by a malicious attacker, especially when the administrator in question is a vendor or a third
party.
The model introduced by Privileged Access Management dramatically reduces the need
for this level of trust in administrators. Thus, it is expected that the number of leaks will fall,
as well as the intensity of these leaks. It is worth to mention that this model is also used by
leading industry standards and regulations, including PCI DSS.
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In addition to achieving PCI DSS compliance, some reasons why Privileged Access
Management is required by any organization processing payment card data include:
1. Breaking the invasion cycle - A malicious agent follows a pattern for gaining (or
extending) access to systems, and hence elevating their privileges. These privileges are
then used to gain access to other systems or expand current access, and thus continue
with the vulnerability exploitation cycle until it achieves its ultimate goal. If this chain of
exploitation is interrupted at any point in the cycle, the attack may be stopped before
reaching their target;
2. Mitigating Internal Threats - While PCI DSS requirements are focused on external
attackers, they also recognize the importance of internal threats, which are a major
concern for organizations today. According to Verizon, almost 30% of data leak agents
are within organizations;
3. Registering and monitoring commands – No matter how strong the security controls
are, there will always be weaknesses in the environment that can be exploited by
malicious agents. Thus, the tracking and detection of privileged actions allow visibility
of all activities performed in the environment, speeding up the audit process and
problem-solving in case of data leaks;
4. Eliminating embedded passwords – It is a common practice for software developers
and administrators to embed credentials and passwords in scripts and source code.
This is an important vulnerability because developers and testers have access to these
passwords. Additionally, malicious agents know where to look for embedded passwords
when infiltrating a system, thus gaining access to other systems, such as payment card
databases.
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Privileged Access Management is a critical aspect of PCI DSS compliance. Some of the
standard requirements are even met through a PAM solution, such as senhasegura..

5. The senhasegura Solution
senhasegura is a software and hardware solution that stores, manages, and monitors all
credentials, such as passwords, SSH keys, and digital certificates in a secure, tamper-resistant
location. By using encryption mechanisms, senhasegura offers users the ability to access a
series of credentials registered in the solution. In addition, through senhasegura, one can
safely access all network resources through a series of protocols, storing all usage records
for audit and compliance analysis purposes. Its intelligence allows the real-time analysis of
the actions taken by users and the generation of alerts to identify frauds or inappropriate
actions. Therefore, from senhasegura, one can meet the PCI audit requirements by recording
all remote sessions performed and providing a complete audit history.
senhasegura helps organizations meet the following PCI DSS standard requirements:
• Requirement 2 - Do not use vendor-supplied defaults for system passwords and
other security parameters
During deployment of a system or device, one can override and remove default
passwords from systems to manage privileged credentials through senhasegura.
Moreover, senhasegura allows restricting which protocols can be used for remote
administrative access, such as SSH or SSL/TLS, thus preventing access to management
interfaces on networks through insecure protocols.
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Figure 3 - Privileged Access Management Flow through senhasegura

• Requirement 6 - Develop and maintain secure systems and applications
An important part of this requirement is proper credential management and separation
of duties in the development, testing, and production, environments. senhasegura
reinforces duty-based access control for privileged credentials in all of these
environments, supporting separation of duties while allowing quick and easy account
removal in development and testing environments when no longer needed;
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• Requirement 7 - Restrict access to cardholder data by business need to know
Through senhasegura, one can implement the principle of least privilege for privileged
access. The solution provides granular access controls for privileged users individually or
in user groups. From the definition of Access Groups for segregation of duties, one can
configure pre-approved or emergency access, or access from workflows with single or
multiple approval, without the user having access to the credential password;
• Requirement 8 - Identify and authenticate access to system components
Virtually all aspects from this requirement are covered by senhasegura. The solution
requires a unique ID for each privileged user, even when the organization uses shared
credentials. senhasegura provides a number of features for password management, as
well as two-factor authentication support for operations such as login on the tool and
device and credentials access. Lastly, senhasegura supports a hybrid network topology
- from traditional data centers to cloud or virtualized environments;
• Requirement 10 - Track and monitor all access to network resources and cardholder
data
As in Requirement 8, senhasegura addresses almost every aspect of this item. All
privileged access made through senhasegura, as well as all actions performed in the
environment, are stored in logs, in a tamper-resistant environment, providing complete
visibility of all actions performed on systems and devices.
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5.1 Benefits

senhasegura helps organizations of all sizes achieve compliance not only with the PCI DSS
standard, but also improve their overall security state in the most efficient way. Some of the
benefits of implementing the senhasegura solution include:
1. Cost Reduction – senhasegura can significantly reduce PCI DSS auditing costs by
working as a system access proxy, by controlling which privileged users can access
which systems, and by logging all of their privileged actions into log files and session
recording;
2. Enhanced Security – through senhasegura, one can implement a complete set of
controls to reduce privileged user-related risks and provide greater protection against
external threats, preventing data leaks or minimizing their impacts;
3. Reduced Deployment Time - senhasegura offers an agentless architecture that
is implemented simply and quickly. Therefore, one can add the PAM solution without
adding rigor and expenses to IT, unlike other PAM solutions that require agents to be
installed on each asset - a requirement that can undermine the PAM solution in the
infrastructure.
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6. Conclusion
In organizations of all types and sizes, devices in the IT environment are managed through
privileged credentials. These credentials enable them to ensure that the availability,
performance, features, and security of managed devices meet business requirements and
needs.
For that reason, the proper management of privileged credentials is one of the biggest
challenges in the Information Security area. Uncontrolled access to these credentials leaves
an organization vulnerable to data leaks and cyber attacks - which can cause irreparable
damage to the organization, affecting its reputation and even business continuity.
Due to the significant increase in payment card data theft, including famous incidents at
different companies, major credit card brands have teamed up to develop a standard aimed
at enhancing payment card data protection. Thus, in December 2004, the Payment Card
Industry Data Security Standard was published. Over the years, the PCI DSS standard has
undergone a series of revisions to respond to emerging threats and clarify the more than
200 controls present in the document.
As a standard guideline, any organization that accepts debit or credit card payments is
required to comply with the PCI standard. Cases of non-compliance may be subject to
significant penalties, ranging from heavy fines to removal of the company from card
payment programs. Not to mention the reputational and image damage these companies
are subject to in the event of data breach incidents that result in compromised payment
data.
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Given the increase in data theft and leaks, often with widespread media attention,
deploying a Privileged Access Management solution, or simply PAM, has become part of
the Information Security Management strategy in organizations. The biggest challenge in
this regard lies in properly protecting and controlling the credentials that grant access to
critical assets while allowing flexibility for administrators to perform their daily tasks. It is
worth remembering, however, that the importance of a PAM solution goes beyond meeting
audit requirements.
By using senhasegura, organizations can reduce their audit compliance costs through a
single, agentless, easy-to-implement solution. The ease of use and deployment of the
senhasegura solution, besides granular access controls, credential management, detailed
logs and session recording, and the ability to discover assets and credentials are ideal not
only for the implementation of the PCI DSS standard requirements, but to effectively
improve the behavior of any organization towards cybersecurity.

Click here!
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