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Information and Communication Technologies (ICT) have evolved a great deal over the last 
fifty years and are globally present in numerous aspects of modern life. ICT devices and 
components usually rely on each other, and interference in one of them can affect many 
others.

Thus, in recent years, professionals dealing with the technology industry have been 
increasingly concerned about how to adequately protect these devices and components 
from cyber attacks.

Cyber attacks, or cybercrimes, may be considered as deliberate attempts by unauthorized 
individuals to access IT systems, usually for the purpose of stealing, modifying, disrupting, 
or otherwise damaging such systems. And the forecast is not the best: the trend is that the 
amount and intensity of cyber attacks will grow in the coming years.

Therefore, it is necessary to protect computers, computer networks, and their contents from 
cyber attacks. The set of means and technologies that aim to protect programs, computers, 
networks, and data from damage and illicit intrusion is known as cybersecurity.

According to the National Institute of Standards and Technology (NIST), “cybersecurity risks 
can irreversibly affect companies of all sizes and industries, impacting costs and revenues, 
not to mention an organization’s ability to innovate and get and keep customers.”

1. Introduction
1.1 Context
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1.2 Purpose

For this reason, in February 2014, the NIST’s Information Technology Laboratory (ITL), based 
on a demand requested by the US government, has published a paper entitled “Framework for 
Improving Critical Infrastructure Cybersecurity.” The purpose of this document is, according to 
NIST, to provide a guide to help organizations better understand and improve their cybersecurity 
risk management.

Privileged Access Management (PAM), the technology and processes that control administrative 
access to critical systems appear in the practical implementation of the Framework and help 
organizations achieve their cybersecurity goals. Thus, one of senhasegura’s goals is - from analyzing 
the recommendations included in the document that directly impact privileged credentials - to 
align the features of its solutions to enable organizations to implement these recommendations 
and reduce the risk of potential threats.

This document, therefore, intends to introduce the concepts presented in the NIST’s cybersecurity 
framework, as well as the approach to how organizations can implement the framework controls 
through senhasegura, with the aim of mitigating cybersecurity risks.
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2. Risk Management for 
CYBERSECURITY
Cyber attacks with serious consequences and high impacts are quite common, causing even 
greater financial losses, as well as serious damage to the companies involved. According to 
Verizon’s 2018 Data Breach Investigations Report (DBIR), this year alone, more than 50,000 
security incidents and 2,216 data breaches have been confirmed. In 2017, according to 
Accenture’s Cost of Cyber Crime Study, there was a 27.4% increase in data breaches when 
compared to 2016. 

Regardless of specific numbers, it is clear that cybersecurity risks are steadily increasing 
as attacks become more sophisticated and persistent. Furthermore, the types of attack 
scenarios also continue to increase, ranging from classic phishing techniques to sophisticated 
viruses that exploit zero-day vulnerabilities in software.

Therefore, an effective approach is needed to identify, assess and respond to the risks 
related to cybersecurity. For that, organizations need to understand the chances that a 
specific event will occur and its impact. This will determine the acceptable level and how to 
address the associated risks by different means, including: mitigating, transferring, avoiding, 
or accepting the risk - depending on the potential impact on critical services delivery.

Aware of the need to strengthen the resilience of critical infrastructure in the United States, 
President Barack Obama issued Executive Order 13636, also called Improving Critical 
Infrastructure Cybersecurity, calling on NIST to develop a cybersecurity risk assessment 
framework. This framework should enable any organization to apply risk management 
principles and best practices to enhance critical infrastructure security and resiliency.
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The National Institute of Standards and Technology (NIST) is a non-regulatory agency of 
the United States Department of Commerce. Formerly known as the National Bureau of 
Standards, NIST’s goal is to promote and maintain measurement standards, and to have 
active programs to encourage and assist industry and science in developing those standards.

NIST’s organizational structure involves seven laboratories and some external programs. 
One of these is the Information Technology Laboratory (ITL). 

ITL, according to NIST, “is a measurement and testing laboratory that covers a range of areas 
in Computer Science, Mathematics, Statistics, and Systems Engineering.” The standards 
and metrics that are developed help make IT systems more secure, with better usability, 
interoperable, and reliable.

Within the Information Technology Laboratory at NIST, the Applied Cybersecurity Division 
is one of seven technical divisions whose main goal is to “put cybersecurity and privacy into 
practice through the effective dissemination and application of standards and best practices 
required for the United States to be able to adopt cybersecurity competencies.”

Taking this into account, in February 2013, the US Presidential office has put in place a 
series of steps to improve the security of US critical infrastructure. One of these steps was 
an order to develop a risk-based cybersecurity framework, taking industry standards and 
best practices into account. The framework would then help organizations manage their 
cybersecurity risk. Based on market inquiries, NIST started to create, in February 2014, 
version 1.0 of the Framework for Improving Critical Infrastructure Cybersecurity document.

3. NIST
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4. Framework for Improving 
CYBERSECURITY
The NIST’s Framework for Improving Critical Infrastructure Cybersecurity consists of a series 
of standards, guidelines, and best practices for managing cybersecurity risks. According 
to NIST, “The framework’s low-cost, prioritized and flexible approach helps promote the 
protection and resilience of critical infrastructure and other key sectors for the economy 
and national security.”

The main goals of the framework are to provide means for organizations to:

 Describe their current state regarding cybersecurity;
 Describe their target state regarding cybersecurity;
 Identify and prioritize opportunities for improvement in the context of a repetitive 

and continuous process;
 Assess progress towards the target state;
 Communicate about cybersecurity risk with internal and external interested parties.

A 2015 survey by Gartner has shown that 30% of organizations have adopted the Framework, 
and by 2020, 50% will adopt it. A number of use cases can be found on the NIST website. 
It is worth remembering, however, that the framework complements and does not replace 
the risk management process and cybersecurity program in an organization.

NIST has divided the framework into three components:

1. Framework Core: It provides a set of cybersecurity activities, desirable outcomes, and 
applicable references common to critical infrastructure industries;
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This component provides detailed guidance on a set of activities to achieve specific 
cybersecurity outcomes, and uses examples as reference guides to achieving those 
outcomes. The core consists of four elements: Functions, Categories, Subcategories, and 
Informative References.

2. Framework Implementation Tiers: They provide a context on how an organization 
formally manages cybersecurity risks and the processes implemented to manage such 
risks;gerenciar este risco;

3. Framework Profile: It helps organizations tailor cybersecurity activities to business 
requirements, resources, and risk tolerances by taking the alignment of standards, 
guidelines, and practices against the Framework Core into account.

4.1 Framework Core

Funções Categorias Subcategorias Referências
Informativas

Identificar

Proteger

Detectar

Responder

Recuperar

Figure 1 - The Framework Core Components
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These elements work together as follows:

Functions : Organize basic cybersecurity activities at the highest level. These functions 
are: Identity, Protect, Detect, Respond, and Recover;

Categories: These are the subdivisions of a Function into cybersecurity outcome 
groups, linked to programmatic needs and particular activities;

Subcategories : divide Categories into specific outcomes of technical and/or managing 
activities;

Informational References : These are specific sections of standards, guidelines, and 
common practices across critical infrastructure industries that draw a picture of a 
method for achieving the outcomes associated with each subcategory.

The Functions element is defined as follows: 

Identify: develops the organizational understanding to manage cybersecurity risk for 
systems, assets, data, and resources;

Protect : develops and implements appropriate measures to ensure the delivery of 
critical infrastructure services; 

Detect : develops and implements appropriate activities to identify the occurrence of 
a cybersecurity event;

 Respond : develops and implements appropriate activities to take action on a detected 
cybersecurity event;

 Recover : develops and implements appropriate activities to maintain resilience plans 
and restore any resources or services that have been impaired due to a cybersecurity 
event.
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Framework

Recover

Respond Identify

Detect Protect

Figure 2 - The Framework Core Functions

These Functions can be thought of as outcomes, and there are 22 Categories, 98 
Subcategories, 125 Outcomes, and 287 Informative References aligned with them. The 
Core, along with all Informative References, is available in Excel format and can be used as 
a template to be added to corporate cybersecurity policy.
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The Framework Implementation Tiers provide context on how an organization views 
cybersecurity risk and the existing processes for managing it. These Tiers basically describe 
the degree to which the organization’s processes have characteristics defined by the 
framework, and are based on Tier 1 - Partial (informal and reactive responses) to Tier 4 - 
Adaptive (agile and with known risks). 

It is worth to mention that, despite Tier 1 organizations are encouraged to move towards the 
higher tiers, according to NIST, these tiers do not indicate maturity levels, even though they 
may be confused as such. Thus, tier changes should occur when these changes promote the 
reduction of cybersecurity risk and are economically feasible.

For each tier, the Framework describes its approach to three aspects of risk management:

1. Risk Management Process  – Describes how an organization’s risk management 
practices are formalized in its processes; 

2. Integrated Risk Management Program  – Describes an organization’s approach to 
policies, processes, and procedures to address potential cybersecurity events;

3. External Participation – Describes how an organization’s processes predict interaction 
with business partners regarding cybersecurity events.

The Tiers are defined as follows:

 Tier 1  – Partial;
 Tier 2  – Risk Informed;
 Tier 3  – Repeatable;
 Tier 4  – Adaptive.

4.2 Framework Implementation Tiers
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NIST recommends that the framework be “customized in a way that maximizes business 
value,” and this customization is defined as Profile. Thus, a Profile allows an organization 
to establish a roadmap to reduce cybersecurity risk that is aligned with its goals and the 
industry in which it operates, that considers legal and regulatory requirements and industry 
best practices, and that reflects risk management priorities.

Figure 3 - The Framework Implementation Tiers

Tier 1 
Partial

Cybersecurity policies not found

Formalized policies, but still 
decentralized and subject to 
inconsistent practices.

Consistent and centralized practices

Predictive and Agile Security Practices

Tier 2 
Risk Informed

Tier 3 
Repeatable

Tier 4 
Adaptive

4.3 Framework Profile
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NIST recommends that the framework be “customized to maximize business value.” 
Therefore, an organization can use the Framework as a key part of its process of identifying, 
assessing, and managing cybersecurity risk. The NIST document recalls that the framework 
“was not designed to replace existing processes,” and the goal is for any organization to 
use its current processes and insert them on the framework to define gaps in its current 
cybersecurity risk approach, and thus develop a roadmap for improvements.

The framework does not indicate Profile templates, allowing organizations to have flexibility 
in implementing it. For that reason, an organization typically starts by using the framework to 
develop a “Current Profile,” which describes its cybersecurity activities and what outcomes 
it is achieving. From this, it is possible to develop a “Target Profile”, or to adapt a baseline 
related to the industry, in order to define the steps to change from Current Profile to Target 
Profile.

By creating a Current Profile, organizations can analyze the achievement of the outcomes 
described in Categories and Subcategories, aligned with the five functions described in the 
Framework Core (Identify, Protect, Detect, Respond, and Recover). Thus, Profiles can be 
used as a tool to provide a basis for prioritization, budgeting, and gap analysis.

After an overview of the parts that make up the Framework for Improving Critical 
Infrastructure Cybersecurity”, NIST shows how to put the Framework into practice in the 
document.

5. How to Use the Framework
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The Framework describes different ways organizations can use it:

1. Basic review of cybersecurity practices: the framework can be used to compare 
current activities with those highlighted in the Framework Core;

2. Establishing or enhancing a cybersecurity program: the document provides a seven-
step process for creating or improving a cybersecurity program by using a continuous 
improvement cycle;

3. Communicating cybersecurity requirements with interested parties: the framework 
provides a language for communicating requirements among interdependent parties 
and those in charge of delivering critical infrastructure services;

4. Identification of opportunities for new or revised informative references: the 
framework can be used to identify opportunities for new or revised standards, guidelines 
or practices in which additional Informative References can help the organization 
address new needs;

5. Methodology for protecting the privacy and civil liberties : this section describes 
a methodology, as required by the order issued by former President Barack Obama 
in 2013, to address individual privacy and civil liberties implications resulting from 
cybersecurity operations.
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Step 1 - Prioritization and 
Scope

Step 2 - Guide

Step 3 - Create a 
Current Profile

Step 4 - Perform a 
Risk Assessment

Step 5 - Create a 
Target Profile

Step 6 - Determine, Analyze, 
and Prioritize Gaps

Step 7 - Implement an 
Action Plan

Figure 4 - The Seven Steps to Creating or Improving a 
Cybersecurity Program

As an appendix to the framework, the document has a list of Functions, Categories, 
Subcategories, and Informative References that describe specific cybersecurity activities 
that are common in all critical infrastructure industries. After understanding the aspects 
covered in the NIST’s Cybersecurity Framework, it is necessary to understand their relevance 
to a Privileged Access Management solution, as well as which topics from the document 
adhere to senhasegura’s features as a PAM solution.
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6. Aligning senhasegura to the 
Framework

The Protect section from the Framework Core often covers aspects of PAM tools, and they 
indirectly appear throughout the document. One of these aspects addresses control over 
infrastructure access and is an essential element of the Framework Core.

A privileged user, own or third-party one, has administrative access through a privileged 
account. Through such an account, they can configure or change settings, user accounts, 
or security protections, including those of other administrative users. Thus, all access must 
be managed, and an unauthorized user should never have access to data or systems. 
Additionally, admin users need even tighter access control.

One of senhasegura’s goals is to help organizations protect the actions of privileged users. 
Senhasegura, as a PAM solution, is a combination of technology, policies, and processes. 
Once implemented, it provides an organization with visibility and control over which 
administrative users have access to critical systems.

Some of the senhasegura features that allow one to implement the controls established by 
the NIST’s Cybersecurity Framework:

 Granting and revoking privileged access : senhasegura can grant privileged access to 
users only on systems on which they are authorized for a specific period of time, and 
then revoke it;

 Prevention of privileged users from getting local passwords : senhasegura allows 
transparent authentication on the target system or network device without displaying 
the password to network administrators or third parties;
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 Centralized management : With senhasegura, one can prevent unauthorized and 
accidental access through privileged credentials for a range of critical systems;  

 Audit Trails : One can create tamper-resistant audit trails for any privileged operation, 
enabling a greater understanding of how, when, and why a violation has occurred.

senhasegura complements several sections of the Framework. For example, any control over 
system configurations will implicitly involve aspects of the PAM solution because system 
configurations are performed by privileged users. If an organization does not adequately 
control privileged access, the Framework cannot be implemented. Specifically, the relevance 
of senhasegura can be confirmed in the following Protect Function’s Subcategories:

 PR.AC-1: Identities and credentials are managed for authorized devices and users – 
senhasegura allows one to protect and control the use of impersonal and high-privilege 
credentials through the solution;

 PR.AC-3: Remote Access is managed – the solution must provide traceability of all 
actions performed by impersonal and third-party credentials; 

 PR.AC-4 Access permissions are managed, incorporating the principles of least 
privilege and separation of duties - by setting up senhasegura’s Access Groups, one can 
define the admin users who will be allowed to use a password for physical access, and 
the user group that can use the remote access offered by the solution to access a target 
device or system;

 PR.MA-1: Maintenance and repair of organizational assets are performed and logged 
in a timely manner, with approved and controlled tools – a PAM solution can and must 
log an organization’s asset maintenance and repair sessions. senhasegura allows one to 
be sure that “approved and controlled” tools are implemented by authorized privileged 
users. Otherwise, these tools and the maintenance activities performed through them 
may compromise the security of the environment;
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 PR.MA-2: Remote maintenance of organizational assets is approved, logged, and 
performed in a manner that prevents unauthorized access – senhasegura protects 
the organization access from potential unauthorized maintenance activities at the 
administrative level. Additionally, senhasegura can be compliant with the organization’s 
network of partners and vendors and their remote device access needs. All cases may 
respect approval workflows and validation of explanations provided by the requesting 
user;

 PR.PT-1: Audit/log records are determined, documented, implemented, and 
reviewed in accordance with current policies – senhasegura securely records and 
maintains audit logs of privileged account sessions, including video recording. This 
feature not only addresses the PR.PT-1 Subcategory, but also helps the Framework 
Respond and Recover categories. The incident response depends on the prompt 
detection of what happened in the environment. If privileged account sessions are 
not clearly documented, it will take much longer for the Information Security team to 
understand how attackers entered the perimeter and what actions were taken after 
unauthorized access to the organizational assets. Thus, senhasegura enables faster 
diagnosis and response to attacks and increases the chances of mitigating potential 
damages to the environment.

senhasegura’s Threat Analysis module assists an organization in implementing the 
requirements included in Category  ID.RA - Risk Assessment from the Identify Function, 
in particular, Subcategory ID.RA-3: Threats, both internal and external, are identified and 
documented. Through this module, senhasegura allows to detect and alert any suspicious 
action performed with privileged credentials in real-time:

senhasegura’s Scan Discovery feature completes the NIST compliance perspective by 
scanning and analyzing the entire network to discover devices and their credentials, a 
required activity for the Framework Core’s Identify Section, more specifically Subcategory  
ID.AM-1: Dispositivos físicos e sistemas na organização são inventariados . 
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senhasegura is ideally suited to the NIST’s Cybersecurity Framework. In addition to offering 
specific solutions for various Framework Core’s Functions and Subcategories, senhasegura 
offers an agentless architecture that is implemented quickly and easily. Therefore, one 
can add the PAM solution without adding additional rigor and expenses to IT, unlike other 
PAM solutions that require agents to be installed on each asset - a requirement that can 
undermine the PAM solution in the infrastructure.

7. Conclusion

Cyber attacks and data leaks are no surprise to the IT markets, especially the Information 
Security one. With the increasing sophistication of attacks on organizations of all sizes, a 
potential cyber attack may be considered inevitable. However, in some environments, a 
cybersecurity event can have devastating consequences.

Aware of the cybersecurity risks in its critical infrastructure, the US government has issued 
an Executive Order for the National Institute of Standards and Technology (NIST) to create a 
risk-based cybersecurity Framework in line with industry standards and best practices. The 
main purpose of this framework would be to help organizations manage their cybersecurity 
risk.
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Thus, NIST has conducted several market inquiries and launched a document entitled 
Framework for Improving Critical Infrastructure Cybersecurity a year later.

Implementing the NIST’s Cybersecurity Framework is a relevant task in any organization. 
Even a basic implementation at the lowest level is a challenge to be thought of. A PAM 
solution can be considered an important tool for speeding up the implementation of 
cybersecurity infrastructure and allows functions related to identity and access control to 
be implemented. Moreover, a PAM solution allows the control of privileged credentials, 
bringing security to several Framework Subcategories.

The ease of use and deployment of the senhasegura solution, besides granular access 
controls, credential management, detailed logs and session recording, and the ability to 
discover assets and credentials are ideal for the implementation of the Framework.

Click here!
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