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WHAT IS LGPD?
The General Data Protection Law No. 13.709/18, sanctioned by
former President Michel Temer in August 2018, aims to increase the
privacy of personal data and the power of regulators to supervise
organizations in this area.

Brazilian personal data protection legislation;

The legislation adapts Brazil to the best global data management
practices and covers all companies established in Brazil, as well as
organizations based abroad that offer services or have operations in
the country that involve data processing.

Personal data processing operations may include the collection,
recovery, inquiry, use, disclosure or deletion;

The purpose of the processing activity is the offer or supply
of goods or services or the processing of data of individuals
located in the national territory.

The law enforcement is extraterritorial: It applies to any processing
operation carried out by an individual or by a legal entity governed
by public or private law, regardless of the environment, country of its
headquarters or country where the data are located.
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DEADLINE UNTIL
FEBRUARY 2020
TO ADJUST TO THE
LAW
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HISTORY
The drafting process of the law began in 2010, with the opening
of a public inquiry on the subject, promoted by the Ministry
of Justice, which resulted in PL 5276/2016, attached to PL
4060/2012, through the House of Representatives.
After two years of proceedings in the National Congress,
two public inquiries, more than 2500 contributions from
national and international actors from various sectors and
numerous events, the law obtained the presidential approval
on 08/14/2018, when it came into force with an adjustment
period of 18 months. This process is similar to the one from the
European data protection law, GDPR, which has been in force
since May 25, 2018.
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FINES AND PENALTIES
Thus, the deadline for complete compliance with the requirements
of this law is August 2020 - the date on which companies will be
subject to the penalties and fines provided for

They range

from

2% OF A GROUP OR GLOMERATE’S
GROSS REVENUE in Brazil to up to
50 MILLION REAIS
(per violation).

•
•
•

Publication of the violation after its occurrence is duly investigated and confirmed;
Blocking of personal data to which the violation relates until its regularization;
Destruction of personal data to which the violation refers;
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10 PRIVACY PRINCIPLES
I

II

III

IV

Purpose limitation principle: processing for
legitimate, specific, explicit, and informed
purposes to the holder, with no possibility of
further processing in a manner incompatible with
those purposes;

V

Adequacy principle: the processing must be
compatible with the purposes informed to the
holder, according to the processing context;

VI

Necessity principle: limitation of processing to
the minimum necessary for the fulfillment of its
purposes, including relevant, proportionate and
non-excessive data in relation to the purposes of
data processing;

VII

Free access principle: Holders must be guaranteed
free and easy inquiry on the form and duration
of the processing, as well as on the entireness of
their personal data;
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Quality of data principle: guarantee of accuracy,
clarity, relevance, and updating of the data for
the holders, according to the need and for the
fulfillment of its processing purpose;

Transparency principle: holders must be
guaranteed clear, precise and easily accessible
information on the processing and its processing
agents, subject to commercial and industrial
secrets;
Security principle: use of technical and
administrative measures capable of protecting
personal data from unauthorized access and from
accidental or unlawful situations of destruction,
loss, change, disclosure or dissemination;
Prevention principle: use of measures to prevent
the occurrence of damages due to the processing
of personal data;

IX

Non-discrimination principle: prohibition of
processing for unlawful or abusive discriminatory
purposes;

• holder: the individual to whom the personal data subject to
processing is referred.
• processing agents: the controller and the operator;

X

• controller: individual or legal entity, whether public or private,
who is responsible for decisions concerning the processing of
personal data;

Accountability principle: Processing agents must
demonstrate they have taken effective measures
capable of proving enforcement and compliance
with the rules for personal data protection,
including the effectiveness of such measures.
.

Hong Kong

Taiwan

Tel : (852) 2893 8860
Email : sales@version-2.com.hk

Tel : (886) 02 7722 6899
Email : sales@version-2.com.tw

• operator: the individual or legal entity, whether public or
private, who processes personal data on behalf of the controller;
• processing: any operation involving personal data, such
as those related to the collection, production, reception,
classification, use, access, reproduction, transmission,
distribution, processing, filing, storage, destruction, evaluation
or control of information, change, communication, transfer,
dissemination or extraction;
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EXCEPTIONS AND
OBSERVATIONS
The law establishes specific conditions for the processing of
sensitive personal data covering records about race, political
opinions, beliefs, health data, and genetic and biometric
characteristics. Personal data from children and adolescents
shall also require special attention, such as obtaining consent
from a parent prior to the data collection.
The only exceptions to the law application are the ones
related to assumptions that personal data are processed by an
individual for purely private and non-economic purposes, in
addition to those solely for:
Journalistic, artistic or academic purposes (in this case,
consent is still required);
Public security, national defense, state security or
criminal investigation and prosecution activities;
Data in transit, that is, those that do not have Processing
Agents as the destination in Brazil.
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FIRST STEPS
The first step to compliance is to map out the personal data processed
and their life cycle.
These include:

Where they are
How they are stored
Who has access
If data is shared with third parties in Brazil or abroad
What risks are linked to the data life cycle
These are some essential questions that all organizations must answer
before establishing the implementation program.
The processing of personal data will be irregular when it fails to comply
with the law or when it does not provide the security the holder can
expect, considering the relevant circumstances, such as: the manner in
which it is performed, the result and the risks that are reasonably due
to it, the personal data processing techniques available at the time it is
performed.
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FIRST
STEPS

· The processing agents must adopt technical, security and administrative
measures capable of protecting personal data from unauthorized access
and from accidental or unlawful situations of destruction, loss, change,
communication or any form of inappropriate or unlawful processing;

· Such measures should be taken from the product or service design
stage to its implementation;
· Anyone else who intervenes at any of the processing stages undertakes
to ensure the security of the information;
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‘

· The systems used for the processing of personal data must be structured
in such a way it meets the security requirements, the standards of good
practice and governance, the general principles provided for in this Law
and other regulatory standards.

PAM Solutions for LGPD Compliance
Personal data is present in almost any IT environment.
Therefore, for an organization to be LGPD-compliant, strict
data access control and traceability of these accesses is a
prerequisite.

For organizations that work with suppliers, third parties, and
business partners, privileged access to technology resources
in their environment is typically provided.
However, even if robust security controls are in place, one
cannot ensure how these third parties handle sensitive data.
A malicious agent could easily exploit vulnerabilities in the
supply chain or attack a third party to gain access to the
organization’s environment. Thus, privileged access from
third parties must be properly controlled, managed and
monitored.

Cyber attacks are started - both inside and outside the
organization - to exploit privileged access and obtain
sensitive information. Most of these attacks involve personal
data stored in IT applications and devices, and privileged
credentials are usually the preferred targets of malicious
agents to gain improper access to such data.
Administrative passwords, standard system accounts, as
well as scripted credentials and applications are the main
attack vectors used to gain access to the IT environment.
Through a phishing attack (for example), a hacker can
penetrate a machine, thus spreading through the network
by using privileged credentials, infecting devices and gaining
improper access to sensitive information.
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LGPD requires a company to ensure and prove compliance with its personal data
protection policies. Protecting this data requires complete control over privileged
access, which requires a lot of precautions from the Information Technology team,
along with the Information Security team. These precautions include:
• Reinforcing strong and unique passwords in addition to their periodic change;
• Restricting access to credentials based on roles and responsibilities, ensuring
the principle of least privilege;
• Strengthening additional controls for access to critical device passwords
through access workflows, ensuring that IT managers have full knowledge of
privileged access;
• Auditing access to all privileged credentials;
• Eliminating credentials embedded in scripts and applications completely;
• Ensuring access to systems without revealing the password to the user,
whenever possible;
• Strengthening strict access controls for third parties and monitoring their
activities
• Establishing controls to monitor privileged access sessions to critical IT
assets;
• Recording privileged sessions for tracking, auditing, and proof of compliance
for data protection authorities.

It is worth stating that manually controlling, monitoring and managing
privileged access can be time and resource consuming, making this task virtually
impossible. Thus, automating the complete privileged access cycle ensures the
appropriate level of security controls quickly and efficiently
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The solution
senhasegura is a software and hardware solution that stores, manages, and monitors all credentials, such as passwords, SSH keys, and digital certificates in a secure, tamper-resistant location.
By using encryption mechanisms, senhasegura offers users the ability to access a series of credentials registered in the solution. In addition, through senhasegura, one can safely access all network
resources through a series of protocols, storing all usage records for audit and compliance analysis
purposes. Its intelligence allows the real-time analysis of the actions taken by users and the generation of alerts to identify frauds or inappropriate actions
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Figura 1 – Privileged Access Management Flow through senhasegura
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Managed Systems

ALERT

The solution

senhasegura enables the security team to implement the changes established by LGPD. Through the solution, administrators can define and
strengthen access and privacy policies for privileged users across the environment, and thus comply with the new regulation.
senhasegura’s architecture, without the need for agent installation, enables a fast deployment by IT staff and a user-friendly environment.
senhasegura becomes the infrastructure access proxy, allowing administrators to know exactly which systems are accessed and the user’s
privilege level. Additionally, all sessions performed can be recorded for audit and incident analysis purposes.
Other senhasegura features that enable LGPD compliance include:

Credential Management – Allows secure password storage and centralized access management. From the definition of Access Groups
for separation of duties, one can configure pre-approved or emergency access, or access from workflows with single or multiple approval,
without the user having access to the credential password;
Session Recording – Allows tracking of any action taken during a privileged session to meet any audit or data privacy authority’s demand.
In addition, the livestream feature allows real-time monitoring of ongoing sessions and the possibility of remotely ending a session;
Application Identity – senhasegura uses its own template for changing the password of application credentials, and stores the new
encrypted password in its database. The credential can be viewed directly by the solution’s connection API or inserted directly into the
application server connection pool.
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Article x Feature
art 6

With senhasegura, the control of high-privilege access to critical and sensitive environments is protected for previously authorized
users/controllers only. All sessions are recorded for later view, and monitoring of all access is performed and can be used for legal,
administrative, among other purposes.

art 9

With senhasegura, the controller is identified every time they manipulate the data, even using a generic credential, with the option
to be mandatory to justify access (with full monitoring of all actions).

art 18

With the need to share data access with a public agency, third party or vendor, senhasegura ensures fully traceable access and
complete monitoring of actions. The access credential is not shared, and the access is allowed through the solution as needed and
later revoked.

art 32

senhasegura analyzes the behavior of vault users, generates reports and alerts those responsible for identifying risky behaviors.
The vault takes time, type of access, day of week, credential accessed, and executed commands into account to generate a
complete user behavior report.

art 37

With the access monitoring module, all sessions are video-recorded within the platform in a secure environment and stored for a
time determined by the client, and can later be exported to external storage.

art 40

senhasegura provides the security standards imposed in a transparent way, as well as generates reports and complete recording
of sessions.

art 43

senhasegura makes session reports and recordings available.

art 46

Using senhasegura ensures that only properly privileged controllers have access to high-privilege accounts and access-related
data.

art 48

With a real-time analysis of open sessions and executed commands, the tool managers and administrators can be notified of
non-standard behavior. In the event of data leaks, a complete report on accesses describing the actions and executed commands,
in addition to the video, can be used as evidence.

art 50

Using senhasegura as a high-privilege account access management tool allows good security practices by the controller. Managing
access to high-privilege credentials mitigates risks to business data. Using the tool coupled with a periodic and automatic
password-change policy used by senhasegura and full monitoring of all sessions is a data privacy security practice.
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Conclusion
Privacy of personal data has been a constant concern across the world, and effective data protection has never been more
important.
Thus, the General Data Protection Law (GDPR) emerges to establish new rules and responsibilities for data collection, storage,
and processing. Beginning in August 2020, the requirements of the new legislation will affect organizations conducting
operations with personal data of Brazilian citizens. In the event of non-compliance, the organization will be subject to
sanctions that could significantly impact its business continuity.
In this scenario, the Information Technology area, along with the Information Security team, plays a key role in using security
best practices to protect personal data, detect their leaks, properly respond to security incidents, and prove compliance with
LGPD.
For that matter, a PAM solution consists of a series of tools and practices to control the misuse of privileged access. Therefore,
by using this type of solution, one can grant, manage, monitor, revoke and audit access to critical systems through privileged
credentials.
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